Efficient loT Communications

An OPAJA, HTTP, Modbus and MQTT benchmarking discussion
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What's Better, Modbus or MQTT?

AThat ' s a | oaded question

Al't depends..

AThere’s no way to make an obj ect
framing better questions first



Agenda

ADiscuss the issues that arise when thinking about how to benchmark
protocols

ASending a single valuewhat is the actual cost

ASending Nine values and data concentration

AReal world Sending 389 values for an Oil and Gas wellsite on change
AFinal thoughts



Start by framing the application more clearly

ABest for the Plant floor?

ABest for Interoperable interfaces on a wired network?
ABest for 10T Wired Networks?

ABest for lloT Constrained networks?

ABest for battery powered devices?

ABest for distributed realime SCADA?

Each of these guestions has a different answer...taercanswersnay
not Dbe straight forward..
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ldeal Conditions vs The Real World

AExpectations vs realitythe results are usually more complicated
than youthink

Aldeal condition experimenttesting on the bench can be misleading
—for instancetesting using a 100/1000etworkvs on a sloveCADA
network

ABe careful to not test to win



Hardware and Software Used for Testing

AHardware
A Windows 10 Laptop x 2
A Raspberry Pi
A EZ Logix PLC
A Thermo Scientific AutoPilotPro
A Moxa Ethernet Switch

AOS
A Windows
A Linux Mint
A Raspbian Stretch

A Software
A NodeRed
A 1gnition
A ACM
A Kepware
A Wireshark
A MQTT.fx
AMQTTSpy




499.000000

Use case:
Retrieve 1 Value

Retrieve 1 value via OPC, HTTP,
Modbus RTU Encapsulated,
and MQTT




Communication Events That Consume
Bandwith

AMaking the connection
ATransferring data

AKeeping the connection alive
ATearing down the connection



Slow Connection Considerations

Alf you are on a high speed network you may just consider data bytes
and not think abouthe numberof packets sent

APacketssent isa critical metric on a slow networkotal round trip
latencycan be a killer if a lot of small packets need to be ssrfewer
largerpackets



Making the Connection

Packets to connect Bytes to connect

Sparkplug

- | sparkplug
15 AL Modbus, ~ MQTT,
HT8TF,> 00 450 520
I

PACKETS BYTES

m OPC mHTTP mModbus mMQTT m Sparkplug m OPC mHTTP mModbus mMQTT m Sparkplug




Cost to Connect

Bytes to connect

AProtocols must connect before
transferring data

AOPC send’s a | o
connection.

AOPC’ s best use
over slow, constrained, or fragile
net wor ks ...

BYTES
m OPC mHTTP mModbus mMQTT m Sparkplug




Cost to Connect

ASparkplug B sends a bit more
data on connection than some
of the otherprotocols, this is
because of the

Bytes to connect

BYTES
m OPC mHTTP mModbus mMQTT m Sparkplug




Payload

ANow thatthe connection is made, how much data is used to semel
value



Data used to send a single value

Packets for a single value Bytes for a single value

Modbus
Release,
9

Modbus
Release
571

Modbus MQTT,
Maintain, 139

119

PACKETS BYTES

m OPC mHTTP m Modbus Maintain s MQTT = Modbus HTTP m Modbus Maintain m MQTT = Modbus




Maintaining a Connection vs Disconnecting
When Done

AHTTP usually connects and

releases when done, this mean
It IS going to banore inefficient

for a singlevalue than if the

Bytes for a single value

connection is held open Modbus
Release
ASimilarly, Modbus usually s71
releases the port when done
though Iin some cases it can be -

Maintain, 139

set up to maintain the 119
connection

BYTES
m OPC mHTTP m Modbus Maintain m MQTT = Modbus




Maintaining a Connection vs Disconnecting
When Done

AMQTT is intended to connect
then maintain theconnection

AModbusandMQTT are both
fairly efficientwhen you hold
the connection open s

Release
571

Bytes for a single value

HTTP
831

Modbus — mqTT
Maintain, 139

119

® Modbus Maintain ®m MQTT = Modbus
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@
M 9 values MOTT JSON.pcapng — L X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
& - - - — | =

dm i@ RE Qes=E=F 5 EQAQaH
[l |A|:||:|I'-r'at|i5|:||a'-,' filter ... <Ctrl-f= -J '| Expression...
Mo. Time Source Destination Protocol  Length Info

1 @.aaaaaa 192.168.1.2 152.168.1.11 MOTT 614 Publish Message (id=12937) [value2B]
[ 2 B.884168 152.168.1.11 152.168.1.2 MOTT 6@ Publish Ack (id=12987)

3 B.ed4024 192.168.1.2 192.168.1.11 TCP 54 58996 = 1883 [ACK] Seq=561 Ack=5 Win=513 Len=0

The actual payload for a single valueanMQTT messags
Insignificant compared to the rest of thé CP/IPoverhead.
{SYRAY3I Y2NB LI eé&f2FR GKIY | &

Topic Length: 7
Topic: value2@

Message Identifier: 12937
Message [truncated]: {"Timestamp":1548789943475,"Differential Pressure”:[{"timestamp"”:1548789943475,"value":8}],"Static Pressure”:[{"timestamp”..

aa2e8 el ab
aasa
ge4a 32 38 32 bb Vb
BE58 3a 31 35 34 38
gese 44 69 bb BB 65
gave 73 73 75 72 65
ges2 61 6d 70 22 3a

32 ad @4

aa
22 54 69 6&d 65
37 38 39 39 34
72 B85 B2 74 B9
22 3a 5b 7b 22
31 35 34 38 37

a7
73 74 Bl
33 34 37
Bl B6c 28
74 69 &d
38 39 39

6d 7@ 22
35 2c 22
B 72 65
B3 73 74
34 33 34

282 -{"Ti mestamp"
11548789 943475, "
Differen tial Pre
ssure”:[ {"timest
amp”:154 87899434

O " Transmission Control Protocal (tcp), 20 bytes

|| Packets: 3 - Displayed: 3 (100.0%)

|| Profile: Default




0aL -’ Release en Done e
@ @
M Modbus Capture.pcapng — 1 >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
v ~ - -9 —_— —_—
Am 1 ® RE Ie==F is=5[Eaqan
[ﬂ |F-.|:||:||'-r' a display filter ... <Ctrl-= [ - | *] Expression... +
Mo. Time Source Destination Protocol  Length Info
1 &.aaae08008 1a.1ed. 188 .99 1a.1e6.1868.187 TCP 78 47544 - 18582 [PSH, ACK] Seq=1 Ack=1 Win=229 Len=]
2 B.8885855882 1a.1ae6.188.187 1a.1ed.188 .99 TCP 66 18582 -+ 47544 [ACK] Seq=1 Ack=13 Win=227 Len=8 TS\
3 B.8B2763853 18.1e68.188.187 18.1e8.188 .99 TCP 85 18582 -» 47544 [PSH, ACK] Seq=1 Ack=13 Win=227 Len=

Len=& T5

The payload for a single value amModbus Release When Done message
ISeven more insignificant compared the rest of the connection and TCRélR-

1=229 Ler

overhead Len=0 T3
=227 Ler

11 29.6854685923 16.166.164 .99 18.166.1686.187 TCP 66 47544 + 18582 [ACK] Seq=25 Ack=38 Win=229 Len=8 TS

£ >

Frame 8: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @

Ethernet II, Src: WistronI_c9:4e:le (54:ee:75:c9:4e:1e), Dst: Raspberr_57:81:23 (b8:27:eb:57:81:23)
Internet Protocol Version 4, Src: 18.188.186.99, Dst: 168.166.188.1587

Transmission Control Protoceol, Src Port: 47544, Dst Port: 18582, Seq: 13, Ack: 28, Len: 12

Data (12 bytes)

goe2 b8 27 eb 57 81 23 54 e 75 9 4e le 88 @8 45 @0 ' W-#T- u-N---E-
JE1E B8 48 538 ge 49 88 48 B 2Zc 64 @a 64 54 63 Ba 84 ‘@en@-@- ,d-ddc-d
W28 64 bb b9 b8 29 86 fc 7 75 a3 48 29 £3 92 38 18 d---)--- u-H)c---
BE32 80 e5 de 18 90 @8 81 81 @8 @a 58 58 el a5 be el e .
gada al 93




Maintaining the connection

AMaintaining a connection unfortunately is not free
AThere is a keeplive ping sent on an interval
ASome implementations let you adjust this kealpve pingfrequency

AHow often you ping depends on the criticality of knowing when a
device goes offline vs conserving bandwidth




Unfortunately vyou
the keepalive time, you can often set it

Cost to Maintain @ CoNNECTION it MorT as it was designed with

bandwidth usage in mind.

Bytes to keepalive

Packets to keefalive

HTTRO

PACKETS BYTES

m OPC m HTTP m Modbus = MQTT m OPC m HTTP m Modbus m MQTT




So keeping the things we have learned in mind;
What would the “Total Cost of Ownership”(TCO)
e to send one value every minute for an hour (60

records), with connection and keepalive cost
included?

AKA “Minute Data”



TCO of an hours worth of minute data

Assuming keejalive can be setto 5
minutes on OPC, Modbus, and MQTT

Packets

Modbus
Release,
540

Modbus
Release,
33,000

BYTES
PACKETS

m OPC mHTTP mModbus mMQTT m Modbus Lazy HTTP = Modbus = MQTT = Modbus Lazy




Data On Change Example For a Valve Station

OK, so now what If
we needed to know BZELILE

within five seconds Nebraska

when a valve started o

moving?

(Valve moves twice LigesRpenyat

per day) S '

(Single tag-not a
perfect example)




TCO of a days worth of 5 second data

Assuming keejalive can be setto 5
minutes, data changes twice per day

Packets

HTTP
138,240

PACKETS

HTTP m Modbus m MQTT

Modbus
Release,
172,800

Modbus
Release,
10,000

Modbus
Maintain,
2,000

BYTES

Modbus Lazy m OPC mHTTP m Modbus = MQTT m Modbus Lazy



TCO of a days worth of 5 second data

Assuming keejalive can be setto 5
minutes, data changes twice per day

MQTT data
consumption Is
significantly lower than
the others In this case
because the data Is only —
sent when the value ik
changes.

Modbus
Maintain,
2,000

BYTES

HTTP m Modbus mMQTT = Modbus Lazy



kB MQTT on change vs ModliRelease When Dorfer a singlevalue.

_ 5 second resolution and datzhangesnce per day
We are starting to MOTT

detect that MQTT can 0.5%
be quite efficient when
set up tosend data
when it changes.s
traditional polling

ModbusRelease

; When Done
More on thi s .. 99.5%

O O OModbus OMQTT






Differential Pressure | 0.000000

Static Pressure
Temperature
MCFD

MCF CD

MCF PD

Sales Valve

Tubing Pressure

Casing Pressure

499.000000

73.361351

0.000000

0.000000

0.000000

0.000000

565.820007

576.809998

Use case:
Retrieve 9 Values

Retrieve 9 values every minute
via Modbus RTU Encapsulated
vs MQTT vs MQTT Sparkplug B



Considerations

AThese values are not in a contiguous Modbus block so Modbus has to
poll three different ranges of registers

ANot all drivers for the same protocol will give the same results

ASparkplug can beore efficient if it is implemented as intended vs
sending unnecessary data



Actual MQTT Payload Sent In This Test

A{"timestamp":1520722891000,"metrics":[{"'name":"","alias":10,"time
stamp":1520722891000,"value":1},{"name"."","alias":11,"timestamp"
:1520722891000,"value":1},{"name":"","alias":12,"timestamp":15207
22891000,"value™:1},{"name":"","alias":13,"timestamp":1520722891
000,","value":1},{"name":"","alias":14,"timestamp":1520722891000,"
value":1},{"name"."","alias":15,"timestamp":1520722891000,"value":
1}, {"name™."","alias":16,"timestamp":1520722891000,"value":1},{"na
me":"","alias":17,"timestamp":1520722891000,"value":1} {"name":""
,'alias":18,"timestamp":1520722891000"value":1}],"seq":2}



Real Device, 9 values

Packets for 9 values Bytes for 9 values

- Modbus ACM
Modbus ACM 897
14 N
MQTT, MQTT Sparkplug,
2 2

PACKETS BYTES
m Modbus Modpoll Modbus ACM mMQTT mMQTT Sparkplug m Modbus Modpoll Modbus ACM mMQTT mMQTT Sparkplug




Different Modbus Drivers

Different modbus Bytes for 9 values

drivers seem to return
different results, in this
case Modpoll seems to
send the data twice

Modbus ACM
897

BYTES
m Modbus Modpoll Modbus ACM mMQTT mMQTT Sparkplug




MQTT VS Modbus

MQTT Uses the same
ammount of bandwidth
as Modbus ACM, even
though it is sending 3x
more data (timestamp,
alias, and value)

Bytes for 9 values

m Modbus Modpoll

Modbus ACM
897

BYTES

Modbus ACM mMQTT mMQTT Sparkplug



Sparkplug B Compresses Data 3x

MQTT Sparkplug B is 3x Bytes for 9 values
more efficient than
regular MQTT sending
the exact same payload
becausdt compresses
the data.

Modbus ACM

BYTES

m Modbus Modpoll Modbus ACM mMQTT mMQTT Sparkplug




MQTT Sparkplug B vs Modl®Rsll Response

O @ OModbus OMQTT



Sparkplug B Data on Birth

On birth (connection) Sparkplug B ::ném?_-
publishes important information "&?“as 13, 1520799891000
about the tags that will not be sent MAES [ ’

. "dataType":"UInt16",
In subsequent value updates y .Yp
value":1

then

"alias":13,
"timestamp™:1520722891000,
"value":1



Data Concentration

Now what if the same minute data was buffered and shipped via MQTT
every 10 minutes instead efveryminute?



Same Device, 90 values sent every 10 minutes

( Modbus 1 sn’t buffering, 1t i1s stil]l po

Packets for 90 values Bytes for 90 values

Modbus ACM
140

MQTT Sparkplug
1,383
/

M%TT’ MQTT Sparkplug,
2

BYTES
PACKETS

m Modbus Modpoll Modbus ACM mMQTT mMQTT Sparkplug m Modbus Modpoll Modbus ACM mMQTT mMQTT Sparkplug




MQTT Sparkplug B x10 buffered vs Modbus Poll Response

MQTT Spark Plug

Modbus
87%

0O O OModbus @MQTT Spark Plug B






Tag Path Changes per hour
60 /Valves/PID01/DeadBand
60 /Valves/PID01/Derivative
60 /Valves/PIDO1/Integral
60 /Valves/PID01/Local SetPoint
60 /Valves/PID01/Max Output
60 /Valves/PID01/MaxSP
60 /Valves/PID01/PID Enabled
60 /Valves/PID01/PID Mode
60 /Valves/PIDO1/Proportional
60 /Valves/PIDO1/Ramp
60 /Valves/PID01/Remote SetPoint
60 /Valves/55D/Status
60 /WaterRun01/Water BBL PD
60 /APPlunger/A STATE
60 /APPlunger/CONSECUTIVE EARLY ARRIVALS
60 /APPlunger, ;
60 /APPlunger,
60 /APPlunger/COUNT LATE ARRIVALS
60 /APPlunger,
60 /APPlunger/COUNT NORMAL ARRIVALS
60 /APPlunger/COUNT SLOW ARRIVALS
60 /APPlunger/EARLY ARRIVALS
60 /APPlunger/History/ArrviTimel
61 /APPluneger/Historv/ArrvlTime 10

0
0
0
0
0
0
0
0
0
0
0
0
0
1
1
1
1
1
1
1
1
1
1
1
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MQTT All
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574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574 2

Modbus
831.6
831.6
831.6

oI e N N R N e R

HTTP

Oil and Gas
RTU Data On
Change

Retrieve 389 tags for a wellsite. Data
on exception and limited to minute
resolution- Modbus vs MQTT on
change.



Sample data on a real Thermo AutoPilot Pro RTU with plunger tags

Total 389 tags

Estimated how often the values would change based on usual activity and theodstaz#bands

223 discrete

tags that would o
not change in ;1
an hour

item

111 tags would
change hourly

19
intermittently
used analog
values

36 analog
values would
change each
minute

Tag Path
60 /Valves/PIDD1/DeadBand
60 /Valves/PIDO1/Derivative
60 /Valves/PIDD1/Integral
60 /Valves/PID0O1/Local SetPoint
60 /Valves/PID01/Max Output
60 /Valves/PID0O1/MaxSP
60 /Valves/PIDO1/PID Enabled
60 /Valves/PIDO1/PID Mode
60 /Valves/PIDO1/Proportional
60 /Valves/PIDO1/Ramp
60 /Valves/PIDO1/Remote SetPoint
60 /Valves/SSD/Status
60 /WaterRun01/Water BEL PD
60 /APPlunger/A STATE
60 /APPlunger/CONSECUTIVE EARLY ARRIVALS
60 /APPlunger/Consecutive Non Arrivals
60 /APPlunger/COUNT FAST ARRIVALS
60 /APPlunger/COUNT LATE ARRIVALS
60 /APPlunger/COUNT NO ARRIVALS
60 /APPlunger/COUNT NORMAL ARRIVALS
60 /APPlunger/COUNT SLOW ARRIVALS
60 /APPlunger/EARLY ARRIVALS
60 /APPlunger/History/ArrvIiTimel
/aPPluneer/Histan ime10

Changes per hour

= e e e e e e e O D0 OO0 0 o0 O o0 oo oo

MQTT
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0
0
0
0
0
0
0
0
0
0
0
0
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MQTT All
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2
574.2

Modbus
831.6
831.6
831.6
331.6
831.6
331.6
831.6
831.6
831.6
831.6
831.6
831.6
331.6
831.6
331.6
831.6
831.6
831.6
831.6
331.6
831.6
331.6
831.6

HTTP




59% of t he dat a
even once in aour

Sowhy pollforit eacht 1 me ...

No Change,
5%%

Tag Change Frequency in an hour %

m Hourly = No Change m 2Minute = Minute




mBto poll minute resolution data on 389 tags over a 24 hour period

MQTT Sparkplug
B On Change
0.72

MB

mOPC mHTTP mModbus mMQTT AIl = MQTT Sparkplug B On Change




MmBMQTT Sparkplug 8nChangevsModbus Poll Response

MQTT
9%

Modbus
91%

O O OModbus OMQTT






Final Takeaways

AThe mostandwidth savingsomes from report byxception
ASparkplug compresses 3x

ATrading Modbus for MQTT Sparkplug on exception can result in ~75%
to ~99.5%network bandwith savings but it will depend on your
application, number of points, criticality of tleata,and other factors

ANetwork bandwidth savings always an estimate until you actually
Implementand test inthe real world...
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